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3. IR
ABRFIETIE, OpenAM H—/N—& Web Hr—N—%FHLET,

3.1.  OpenAM H—/\—

OpenAM ZA Y ZAM—IL T2 H —N—RIEOHERIZEIELUL T DBY T,
«H—/X—0S:Linux, Windows, UNIX

‘XE1):2GB LLEUVM E—=TH1X)

-JDK:1.7 LA E (OpenAM-13 DIFE

-7 ) r—>avav5 7+ (6. Apache Tomcat, JBoss Application Server, ---etc)
FEHBIC DWW TS ForgeRock #t1 k (OpenAM Release Notes) & ZS BRI [*1]

ABRFIETIFUTRIBEZAIRELTVET,

- #—/X—0S:Red Hat Enterprise Linux 7.2 (AWS L)

-AWS H—/X% 17 :t2.medium

- XE:4GB

-CPU:2vCPU

-JDK:OpenlJDK 1.8.0

-7 ) r—>a>av5F :Apache Tomcat 8.0.39
¥ OpenAM-13 &, Tomcat 8.5 2 Tldtzv 3> Cookie DENMELRRAZTEIN /2D, EEICENMELAEWI &%
FBLTWEFT DT, Tomeat 8.0 RAEMFEALTEZIL,

-OpenAM:OpenAM-13.0.0.war

3.2.  Web H—/1—
- #+—/\—0S:Red Hat Enterprise Linux 7.2 (AWS L)
-AWS H—/XE 17 :t2.small
- XE'):2GB
-CPU:2vCPU
-Apache:Apache HTTP Server2.4
-Web Policy Agent:Apache_v24_Linux_64bit_4.0.0

<5>

OpeandM 54




4. FHrkElE

4.1. OpenAM H—/N—D#EfE
Vol.1TOpenAM 1> Zh—)LE|E | THEEIN T OpenAM Hr—N—&EBAELTEIW,
OpenAM H—/N—%2HAETEZLAOTERIEBAMREIAL TEIW,

HH AE
RANE RANE D [ssol.example.com | &ER>TWNS
FTANI—H— testuser01 AFEHRIN TS

4.2. Web H—/\—D#(§F
I—VxV a8 ATSE Web H—/"—EFELTWLEE,OS LU Apache DAV AM—)LETHEfELTZI W,

HE AEN

RANE RAREH Tapll.example.com| &> TWS

Apache yum XV R%FERLT Apache 1V AM—ILLTWS
SELinux OFF THdZ&

4.3. Web Policy Agent ®¥>O—R
Web Policy Agent & OpenAM DY A rh 54 O—RLET,
OpenAM Download & m [*2] » 5 [ACCESS MANAGEMENT]-[OpenAM]-[Web Policy Agents]
-[4.0.0]-[APACHE] -[2.4]-[LINUX]-[64-BIT]&2IRLE T,

{I‘FORGEROCK‘ !/ Knowledge ~ / Docs [/ Services ~

@ Downloads Products Paiches

Get the Latest
DIRECTORY IDENTITY
SERVICES GATEWAY

Browse Products

product family. product release platform
I OpenAM I 410 APACHE ~
OpenDJ 401 24w
OpeniDt OpenAM OEM 400
LINUX ~
OpeniG I Web Policy Agents I 334
3 64-BIT ~
a1
a
1.0 B3
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[DOWNLOAD] RV HBRRINDD T, Web Policy Agent #5o>O0—KLET,
AFIEETIE “Apache_v24_Linux_64bit_4.0.0” A% orO—RINZET,
FovO—RINT7M4I%E Web H—/R—D [ /tmp ] ITIRTFELTLEI W,

ACCESS MANAGEMENT

Web Policy Agents 4.0.0 » Apache 2.4 Linux (64-bit)

zip

Apache 2.4 Linux (64-bit)>» zip

File name: Apache_v24_Linux_64bit_4.0.0.zip
File size: 1.6 MB

MD5 checksum: 7bf7e3c25¢3933671a01ab90e71clbde

# Accept Software License Agreement terms

DOWNLOAD |* Release Notes # Documentation

) rorcerock

W @fr_backstage Report a problem Privacy Policy About

Help
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5. OpenAM DEXE
OpenAM Tld.Web Policy Agent MEXE% OpenAM H—/\—TEFMICEERTEIENTEE T, AFIETIE.
OpenAM DE% EEIHE T, Web Policy Agent DR ETHZT—I N TO774 IV EERLE T, F7=. [SSO DHE
—RIEMENZE—RERELET . CDE—RERETEIETTIERFIEEITO IR ETVE T EMFELT
& BRI IN 22 TDI—H =D Web P TNV r—2av AT IERTEIENTERLIIIRYET,

5.1. I—2xzvhFO774ILDIER
I5A4T7 VN EDT oD S http://ssol.example.com:8080/openam/IC7 VAL, BBEIL—HY—TH3
famadmin] TARJ AV %I\ My TEEEZRRLET,
Ny 7EE T, [Top Level Realm] #:&IRLE T,

(’ FORGEROCK & Rreams -

Realms

Use realms to organize subjects and configuration data. Within each realm you can configure data stores, administration privileges, authentication
chains, authorization policies, and other realm-specific settings

+ New Realm - ]

Top Level Realm

ss01.example.com

& Active
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Realm Overview BIE DB E L ICHD[Agents) = RIRLE T,

(’ FORGEROCK & ReALNS -

TOP LEVEL REALM

Realm Overview

&
@, Authentication
I @ Active | Q@ ss

example.com, openam Properties

Senices

& Data Stores
Common Tasks

? Privileges

&
8, Authorization
=

©O O O

Configure Create Fedlet Configure
Google Apps

<> Scripts

Providers

©O 0 0 O

Configure Configure ct Create a Soap
Salesforce umentat STS
CRM Authentication Deployment

January-14 21:15)

ssol.example.com:8080/openam/XUT/ # All rights reserved

I—YIVh—EBOI—YIVbD [F#F..] Z0VvILET,
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Y FORGEROCK

LAY Wieb

* i [agentol
* 1AD-F 0000008
*H2T-FOmAD: 60909808

BE O-h @ %P
L-HzUhT0 AT SEINEh TUSEM, [0- LI I Szk SiEITEN TS - si= TT. (BB 1E. OpanaM - 1= TT,
¥4 —)i— URL: |hittp:/ /5501 example com 8080/ openam

70k 2k b= b deploymantUn (R k3 1E, hitp! fopensso sample com 58050/ cpenssa)

*T—3xk URL: [http/fapll examplecom80

70k E 3 A= b (b XL httped Fagent] sample comc1234)

HE AEN

& Web Policy Agent DZFI T, AFIEETIE Web Policy Agent &1~ Rh—JLF
Y —N—ZICLET, ZZTlE, Tagent011&LET,

INZT—R Web Policy Agent ' OpenAM H—/—|CT7 I EZRATBEED/IRT—K,

AFIEBEZETIE. /SRT7—RICTkaE9%aow | EWE T, ¥ )F15EEL 8 XF
ESVH LXFHELTWET,

NRAT—ROBAA

NRRAT—R=BAALET,

=

BRE Web Policy Agent DR E% OpenAM H—/N\—TEB I BB AL EH ], Web
Y—N—DO—-HNT7AITERTZFEIEO—HIV]ERRLET,
ZITIRIEH I ZERLET,

% —/X—URL OpenAM H#—/X—®D URL ZAALEFT . R— I ESERATHICANTIREDNH

VYEd, 22Tl Thttp://sso1.example.com:8080/openam & L&,

I—>x>VhURL

Web Policy Agent =V AM—JL g B H—/N\—D URLZAHDLEY, OpenAM H
— /=75 Web Policy Agent ICERENPRY Y —DOEHZBA L. BIBFICRMY 2
T=oOIfEbnFEY, ZZTIE, Thttp://apll.example.com:801&LE T,
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i/‘\ FORGEROCK
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Web J2EE I 221> b OAuth 2.0 Z517> b I—ox> NS SOAP STS Agent
/ (BEGDLILL)

Web FOEAEE NES
Web T—<5x > . Apache Web Server > Microsoft 1IS 72 £ Web H—)(— 2 RELET,
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OpenAM I

I—VzVMNO771MI)VDBEBBEIRTIINEZDT, [SSODAE—RIDTEMIICF v I%5TWV [REF] 20y
L%,

i/‘\ FORGEROCK

2J0-)0b FIVT—>3a> l SS0 OpenAM H—EZ zoft @

agent01 DR [L&# || vesb |[An=—siEEs |

BES T

¥ JazrqL v EE

T R ¥ R25H EX A AOHR
* ¥AANT«—ILE
JOz740
IN—7T" [Q‘L/]L\
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* KRO—F (WR): ey
L= ot

—h%

SSO DHE—F: 7 =
I-Tx> NIRUS—
Ry R2Dv T B3

R2EE (SSO) DHEEEL. KEEREUELA. (70/(F«—%: com.sun.identity.agents.config.sso.only)

YY—RFPItA16& URL:
HAGTAXENET OUANETENZA—T0 URL. (05« —%: com.sun.identity.agents.config.access.denied.url)
Ry Ry B3
I—Ix > by ILNb: IAT
@ I>—
Xo=2
&8
B
I-Tx> DT/ WP LAIL. (F0/F«—%: com.sun.identity.agents.config.debug.level)
Ry RRDyT: B3
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Ry RRDy T B3
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Ry RRDyT: B2
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6. Web tr—/S—~® Web Policy Agent & A
Web Policy Agent DAY ZAR—ILZITWET,
Web Policy Agent DFE#iAREER L 7=\ 5 &1L, OpenAM Web Policy Agent User's Guide[*3]& SR EE W,

6.1. Apache OF1E

Apache H'i#2&1L T\ % &, Web Policy Agent &K1V AM—IL AR TIEE>TLES 728, F8 Apache E{Z1EL
9,

Apache ZfE1ELZE T,

$ sudo systemctl stop httpd

Apache MMEIEL7zZ&5MERLF T, [Active: inactive (dead) | EWIRRDHEHMHER LTI,

$ sudo systemctl status httpd

6.2. Web Policy Agent DECE
ForO—KRUizip 771V ERRALE S . zip 770V ERBRALZIBIID, AV AMN—ILEIZRBT7-80. FIlA >V A h—
WEOT1LIMN) EE>THS BRALET,

DTFnav Y REETL, [JoptiDFICTopenam] T4L I M) &ERLET,
$ sudo mkdir /opt/openam

[/tmpl IR 7F L7 Apache_v24_Linux_64bit_4.0.0.zip #EBRELZE Y.
$ sudo unzip /tmp/ Apache v24 Linux 64bit 4.0.0.zip -d /tmp/

[ /tmp/web_agents]BE DT 1L o) Tapache24_agent] %[ /opt/openam B FICOAE—LZET,
$ sudo cp -rp /tmp/web agents/apache24 agent /opt/openam

6.3. I—YxzVhTOT7MIVEANRRT—RI7AILDIERK

Web Policy Agent DAY ZR— L THERATE/XAT—R 774V EERRLET,
I—IxVNTO77AIARRREBHIERE L/ S AT —REE UEZFIB L TEIW AFIBEE TR, flELT/IRT—F
ICTkaE9%aow | ZFAWET,

$ sudo echo kaE9%aow > /tmp/pwd. txt

$ sudo chmod 400 /tmp/pwd. txt

6.4. Web Policy Agent DA~ X h—)L
[/opt/openam/apache24_agent| BB DT 1L IR Tbin ICREEILET,
$ cd /opt/openam/apache24 agent/bin

<13>
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agentadmin <> R%{FEFH L. Web Policy Agent D1~ A h—)L&=BEIELE T,

$ sudo ./agentadmin —-i

AV AN—IVBAARIICS A A& HEEEL. yes1Z AALET,

Please read the following License Agreement carefully:

READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY. BY DOWNLOADING OR INSTALLING
THE FORGEROCK SOFTWARE, YOU, ON BEHALF OF YOURSELF AND YOUR COMPANY, AGREE TO

Do you completely agree with all the terms and conditions

of this License Agreement (yes/no): [no]: yes

BLTRDOEIITRRINBDT, <Apache DFRET7MILD/NZ>ELTI /etc/httpd/conf/httpd.conflZ A AL
ER

Enter the complete path to the httpd.conf file which is used by Apache HTTP

Server to store its configuration,

[ qor 'ctrl+c’ to exit ]

Configuration file [/opt/apache/conf/httpd.conf]: /etc/httpd/conf/httpd. conf

Web #—R—Da1—H—BLPTI—TTRETALINIEERTDEIIKELE T I TiETyes] AN LE
ER

Change ownership of created directories using User and Group settings in httpd.conf

[ g or “ctrltc’ to exit ]

(yes/no): [no]:yes

OpenSSOAgentBootstrap.properties 77D EEXHERTT MWEHBARFITIE77MIVDEIELAR WD, I
TIATEATES | [Enter] F—%BTLET,

To set properties from an existing configuration enter path to file

[ g or 'ctrl+c’ to exit, return to ignore ]

Existing OpenSSOAgentBootstrap. properties file: [Enter]

LTFDOELIICKRIINEDT, OpenAM H—\—D1EHR (http<s>://<OpenaAM H—/N—D FQDN>:</R— ES
>/</XZ>)ELTlhttp://sso1.example.com:8080/openam] = AHLET,
Enter the URL where the OpenAM server is running. Please include the
deployment URI also as shown below:
(http://openam. example. com:58080/0penam)
[ g or ctrltc’ to exit ]
OpenAM server URL: http://ssol.example. com:8080/openam
<14>
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LFDEICRTFIINEDT, Web H——D1EIR (http<s>://<Web H#—/S—®D FQDN>:<R—pES>)ELT
Thttp://apl1.example.com:80] % AALET,
Enter the Agent URL as shown below:

(http://agent. example. com:1234)
[ g or "ctrl+c’ to exit ]
Agent URL: http://apll.example.com:80

UTFDOELIICKRIINDDT, OpenAM H—N— (LB LIT -2z bDOEZFIER L Tagent01 15 A LET,
Enter the Agent profile name
[ g or "ctrl+c’ to exit ]

Agent Profile name: agentO1

I—2xv N O771)V %R E LTz Realm Z:ERLE T, AFIEEZETIE Top Level Realm ZFERALTWS72HT /1%
ABLET,

Enter the Agent realm/organization

[ qor 'ctrl+c’ to exit ]

Agent realm/organization name: [/]:/

UTOIIIRRIINZOT. F/IMERLAT—2 o b OT77(IVANRRT—R 774V D/RAT /tmp/pwd.txt]
ZAALET,

Enter the path to a file that contains the password to be used

for identifying the Agent

[ g or “ctrltc’ to exit ]

The path and name of the password file: /tmp/pwd. txt

UTFDEIICKRIINDDT. ANRBZHERL AV ANV ZH R 5/ Tyes EAALET,
Installation parameters:

OpenAM URL: http://ssol. example. com:8080/openam
Agent URL: http://apll.example. com:80

Agent Profile name: agent01

Agent realm/organization name: /

Agent Profile password source: /tmp/pwd. txt

Confirm configuration (yes/no): [nol: yes

<15>
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lnstallation complete. I BNRRINDIEEHRLET,
Validating...

Validating... Success.

Cleaning up validation data...

Creating configuration...

Installation complete.

6.5. AVAN—)L1ENIE

Web Policy Agent D/X27—R 771 JLEBIRLET,
$ sudo rm -f /tmp/pwd. txt

Web Policy Agent D /34— %HIBRLET

$ sudo rm -rf /root/web agents

AV RSAVERANUINRAT—RDFELO>TWBD T HIBRLTHEET,
$ history -c

6.6. Apache DFZE}

Apache ZEELET,
$ sudo systemctl start httpd

Apache DEEIL /- & 5MERALE T, [Active: active (running) | EWDRRDHEHHERL TLIEIN,
$ sudo systemctl status httpd

<16>
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7. Eh{EHESR

9547 N EDT SIS http://apl1.example.com IC77ERALET,

[ HLunsT x \F

http://apll.example.com

Web H—/\—DEEHIFRTIINDZDTIERL, OpenAM DR EE IR RINE T, 1—H—Ttestuser01TcOY
AV LET,

(4

FORGEROCK

OPENAM (Dt s1
testuser01

[7] Remember my usermname

LOG IN

info@forgerock com
Copyright © 2010-2016 ForgeRock AS. All rights reserved

<17>
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074> .Web 4—N\—DBE@EIARTIINET,

Red Hat Enterprise Linux Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been irstalled. If vou can read this page, it mears that the Apache HTTR sareer

irstalled at this site is working properhy.

If you are a member of the general public:

The fact that you are seeing this mage indicates that the welbsite you just visited
i either experiencing problems, or is undergoing routine mainterance.

If you would like to let the administrators of this website know that youve seen
this page instead of the page vou expected, you should ssnd them e—mail. In
mereral, mail sert to the rame “webrmaster” ard directed to the wehsite's dormain
should reach the appropriate person

For example, if yvou experienced problems while visiting www example.com, you
should serd e—rrail to “webrmaster@example.com’”

If you are the website administrator:

You may now add cortent to the directory Avar fewe/htnl /. Note that until you
do <0, people visiting vour website will sse this page, and not your content. To
prevent this page from ever being used, follow the instructions inthe file
fete/httpd/conf .d/welcome.conf.

“ou are free to usa the image below on weh sites powered by the Apache HTTP
Server

wered by

2.4
APACH

For information on Red Hat Enterprise Linu, please visit the Red Hat, Inc.
wiksite. The documertation for Red Hat Enterprise Linux is available on the Red
Hat, Inc. wekeite.

8. BBHYIC

-5 [all&, Web Policy Agent ZF F L7=SREEA AT BEIC AR 2 E TD OpenAM DEREFIEAME T LE LA, OpenAM
M Policy Agent IZI& Microsoft Internet Information Services [(F®M 'Web Policy Agent] %>, Apache Tomcat
X~ JBoss Application Server 72& Java EE DT ) r—> 3> H—/"—m@EFD [ Java EE Policy Agent] A%
7. 51ZHE OpenAM DIREEZ1TOHBE . KRAINYZaT IV F[* 4TSI,
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sEEH

[*1]
OpenAM 13 Release Notes

https://backstage.forgerock.com/docs/openam/13/release-notes

[*2]
OpenAM Download
https://backstage.forgerock.com/downloads/OpenAM

[*3]
OpenAM Web Policy Agent v4 User's Guide

https://backstage.forgerock.com/docs/openam-web-policy-agents/4/web-users-guide

[*4]
OpenAM 13 Installation Guide
https://backstage.forgerock.com/docs/openam/13/install-guide
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