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Federated Sign-In using SAML 2.0

FLLEERI - 0365 DSAML2.03X

] Office 365 BN Windows Azure

Authentication
SharePoint Online WS-Federation Graph API

Exchange Web Access WS_Trust WindOWS e
Active Directory Metadata

Exchange Mailbox Access SAML 2.0 —_— — ( —_— O M
ClcOpenA
Outlook, Lync, Word, etc.*
ZERI LN
Federated sign-in Synchronize (&

accounts

- On-Premises IE:_EE(:E_I-LHAE (:

Bob is in the
directory

Authorization

Identity provider with Forefront Identity
SAML 2.0 and LDAP Manager with LDAP

* Office desktop applications are a capability with SAML 2.0
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Linking

uid:Ed?ir;ol UserPrincipalName: demol@open
sn: BF .

givenName: AER amdemo.mydns.jp

mail: demol@openamdemo.mydns.jp ImmutablelD: demo1l

LastName: £

ML 2.0: nameld format:persistent|n
tion:MicrosoftOnline|IDPRole|false

Jponse -S>

<saml:attribute namg="IDPEmail">
<saml:attributevalue
demol@openamdemo.mydns.jp
</saml:attributevalue>
</saml:attribute>
</saml:attributestatement>
</saml:assertion>
</samlp:response>
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® OpenAMMDAAT—AH FIURLICZIEAURRF

»151)
https://sso.openamdemo.mydns.jp/openam/sami2/jsp/e
xportmetadata.jsp?realm=/&entityid=https://sso.openam
demo.mydns.jp:443/openam

» 5 FDEPD 203650 ERFCFIAET S

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<EntityDescriptor entityID="https://sso.openamdemo.mydns.jp:443/openam" xmlns="urn:oasis:names:tc:SAML:2.0:metadata">
<IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<KeyDescriptor use="signing">
<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#" >
<ds:X509Data>
<ds:X509Certificate>
MIICQDCCAa - ==
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</KeyDescriptor>

<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://sso.openamdemo.mydns.jp:443/openam/IDPSIoRedirect/ metaAlias/idp"
ResponseLocation="https://sso.openamdemo.mydns.jp:443/openam/IDPSloRedirect/metaAlias/idp"/>

<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://sso.openamdemo.mydns.jp:443/openam/SSOPOST/metaAlias/idp"/>

<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
Locatlon—"https //sso.openamdemo.mydns.jp:443/openam/SSOSoap/metaAlias/idp"/>

</IDPSSODescriptor>
</EntityDescriptor>
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»0365flDImmutableIDEEIVAE(FET(FuidDfiEZFI A ) Zsun-fm-
saml2-nameid-infolCE&x

uid: demol

sn: £544

givenName: A Ef

mail: demol@openamdemo.mydns.jp
sun-fm-saml2-nameid-info: https://sso.openamdemo.myd
ns.jp:443/openamjurn:federation:MicrosoftOnline|demo 1|htt
ps://sso.openamdemo.mydns.jp:443/openam|urn:oasis:nam
es:tc:SAML:2.0:nameid-format:persistent|null|urn:federatio
n:MicrosoftOnline|IDPRole|false
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@ PowerShell TE%E
»Azure AD Module Q1A= EAE
»Connect-MsolService TiE#H(OJ1>)

»Set-MsolDomainAuthentication TIEBHIUVERAM > %I —>3>
FICERTETD

2 I l u FEI%
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7IT7L—2a R X1 DERTE

» X TEMEICOpenAMD AT —H(CEEEDiEZ
v ECPDERTE (. HTTPS_CEb\tlj—(LB50)_CEM

v ECPEERURVEZE(E, -ActiveLogOnUriDs&ERLCIN> REEITT
NnFoK

$dom = "openamdemo.mydns.jp"

$url = "https://sso.openamdemo.mydns.jp/openam/SSOPOST/metaAlias/idp"
$ecp="https://sso.openamdemo.mydns.jp/openam/SSOSoap/metaAlias/idp"

$entity = "https://sso.openamdemo.mydns.jp:443/openam"

$logout = "https://sso.openamdemo.mydns.jp/openam/IDPSIoRedirect/metaAlias/idp"
$cert = "MIIC---0Q=="

—

Set-MsolDomainAuthentication -DomainName $dom ° Ope NnAM 0))(/97— —
AXMLNSEZ = &

-FederationBrandName $dom
-Authentication Federated °
-PassiveLogOnUri $url °
-SigningCertificate $cert ° Fﬁ%] t o
-IssuerUri $entity °

-ActiveLogOnUri $ecp °

-LogOffUri $logout *
-PreferredAuthenticationProtocol SAMLP
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new-msoluser °
-DisplayName "$54F KEB"
-UserPrincipalName demol@openamdemo.mydns.jp

-Usagelocation JP °
-Immutableld demol
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»IdP(OpenAM) TaREE
»SP(0365)(C7I1EA

QIdPEE=TOI 1>

» 1—HIFIIdP(OpenAM)ICET IR

v'https://sso.openamdemo.mydns.jp/openam/saml2/isp/idpSS
Olnit.jsp?metaAlias=/idp&spEntityID=urn:federation:Microsoft
Online&NamelDFormat=urn:oasis:names:tc:SAML:2.0:nameid
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Google Maps SDK fori0s L 3
openamdemo
Google Maps Tracks API L T
= g9 P
TR Google Mirror API 1,000 2T AFE/H =1
SREiim
_ Google Picker API 10,0002 H41/H I
API &525F
APl Google Play Android Developer API 200,000 )T AHE/E =
Soa [1E%R
B S EE Google Play Game Management 1,000,000 52T 2 HE/H =
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Configure Social Authentication

Add social authentication options per realm. This task
configures authentication through third parties such as
Facebook, Google and Microsoft.

Configure Facebook Authertication

I | Corfigure Google Authentication ' w I
I | L]

. Corfigure Other Authentication

OAuth? OSEE

CAEZONF LM ds DT Dauth? EERTELET L L)l b BEALCER
ot — LT EFT a2 e TEET,

E OAutHE DERE M

Fed let 2 {EBY

T T e P S S S S TR U Sy
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»Client ID

»Client Secret
»Redirect URL

Configure Google Authentication

Qonﬁgur‘e Sofcf:ial Autlﬂentication u%i ng Google as the identity prj‘pvider. Use the Googlg Developers Ognsole to register vour application wi
Credentials in the " APk & auth” section and then click the " Create new Client D7 button under O Auth™ to be guided through creat
created, copy the CLIEMNT D and CLIENT SECEET walues into the respective fields below to complete the confizuration.

Realm
* Realm:

Client Details

* Client ID- |928495621 128—Hemhm3jradfesvh? kedhBrpih3mhb. apps. googleusercontent. com
Far more information on the QAuth client id parameter refer to the OAuth [ETF draft, chapter 21

# Client Secret: ...........................................................................

* Conﬁm'l Client ---------------------------------------------------------------------------
Secret:

* Redirect URL: I https://ss0.0penamdemo. mydns o443/ openam,/oauth? o0 AuthProsy jsp

This URL should onlv be changed from the default, if an external server is performing the GET 1o POET proxyin
Jopenamnsoauth?c/08uthProxy. isp
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